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Executive Summary:

All SCIP communities are transitioning from it’s current local Single-Sign On (SSO) to a Department of War 
(DoW) SSO. Legacy authentication mechanisms like RSA Tokens will be transitioned to ECA Certificates 
and other approved multi-factor authentication (MFA) capabilities.

Agenda

• Identity, Credential, and Access Management (ICAM)

• RSA Token Renewal

• External Certification Authority (ECA) Certificates

• Transition Plan

• On-Site ECA Onboarding

BLUF and Agenda
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Mandate:

All DoW systems are to migrate from their existing authentication and authorization systems to an 
approved DoW Identity Provider. 

What this means:

• Different URL’s

• You will see a different login screen, which is a picture of a dog wearing goggles (DOGGLES).

• Before you can request role-based access, you must first submit a DoW credential sponsorship request.

• Instead of submitting PDF forms, there will now be a web-based publicly accessible form.

• Once your access is approved, you will have instant access.

References:

https://mpartnerspnrweb.dmdc.osd.mil/mpartnerspnrweb/app/

https://public.dod-e-icam.mil/identityiq/home.jsf

ICAM
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Current Status:

• There are ~660 active RSA Token Users across SCIP

• 400 of these are set to expire October 31, 2026.

• 420 ordered and will be mailed out as soon as possible

• 240 will expire April 29, 2027

• Will not renew training/test tokens

Planned Retirement:

• July 2027

RSA Tokens
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What is it:

An External Certification Authority (ECA) certificate is a DoD-approved digital credential that serves as 
the modern replacement for your legacy RSA token. You will use this certificate, either as software in your 
browser or on a physical smart card, to access DoW applications like the Security Cooperation Information 
Portal (SCIP).

Who is NOT Eligible:

• DoW CAC holders

• DoS PIV holders

• Australia/Canada/Netherlands PIV holders

• Current ECA holders

External Certification Authority (ECA) Certificates
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Active Communications:

• SCIP webpages

• ICUG

• Communities

Your Activities:

• Actively check SCIP

• Read all the guides

• Transition as soon as eligible

Transition Plan

Notional Transition Timeline

Sep Oct Nov Dec Jan Feb Mar

WebRoR/CaseInfo/State Dept NAVSUP/EFTS NAVAIR/Cognos All RSA’s 
Transitioned

ECA Acq. 
Complete
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Purpose:

During the conference, onsite support will be available help a limited amount of eligible international SCIP users begin 
ECA onboarding.

Who This is For:

• Foreign national users requiring ECA credentials for SCIP access

• Users who meet eligibility and documentation requirements

• Users able to complete online application steps during event

Required:

• Passport and one additional government-issued photo ID (can be from your country)

• Access to official email account

• Internet access to complete voucher redemption and online identity verification

On-Site ECA Onboarding
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What will be provided onsite:

• ECA Vouchers

• IdenTrust Part 1 and Part 2 forms for wet signature

• Submission of digital copies of signed forms to IdenTrust

• Mailing of physical signed forms

• Physical smart cards for users receiving hard certificates / smart card loading support if certificate is issued in time

Important notes:

• Credential issuance timing may vary (can take 24-72 hours)

• Some users may receive soft certificates instead of hard certificates

• Hard certificate loading to smart card is only possible if issuance occurs quickly enough

Onsite Availability:

• Available at the conference support table

• Offered during scheduled breaks

On-Site ECA Onboarding con’t
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?

Questions?
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DMDC PIV Testing:

• Will work with Canada, Netherlands, and Australia to test PIV onboarding to DMDC mid-September

ECA Workflow:

Backup
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